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 a b s t r a c t

Although unmanned aerial vehicles (UAVs) have been increasingly employed, their communication systems are 
vulnerable to eavesdropping, primarily due to line-of-sight (LoS) channels between the air and ground. Reconfig-
urable intelligent surfaces (RIS) offer the capability to adapt and reshape the wireless propagation environment, 
making them a compelling solution for enhancing physical layer security (PLS) in UAV-integrated wireless net-
works. In this paper, we introduce a network paradigm that exploits RIS’s reflective capabilities alongside UAVs’ 
maneuverability to maximize the sum secrecy energy efficiency (SEE) (i.e., the ratio of the aggregated secrecy 
rate for all legitimate users to the total power consumption). The main objective of this research is to achieve PLS 
by maximizing the sum of SEE in the presence of an eavesdropper using RIS-aided UAV networks under imperfect 
channel state information (CSI). To achieve this, we jointly optimize the power allocation and trajectories of the 
UAV and beamforming (active (UAV) and passive (RIS)). To address the non-convexity arising from the outdating 
of CSI due to UAV maneuverability, we propose an advanced deep reinforcement learning (DRL) approach, the 
twin delayed deep deterministic policy gradient (DDPG). The proposed twin-delayed DDPG approach effectively 
solves the non-convex optimization problem. Through an extensive simulation campaign, we demonstrated that 
the proposed approach achieves an average SEE up to 22% higher than conventional approaches (e.g., Baseline 
and Myopic).

1.  Introduction

Wireless communication technology has undergone rapid develop-
ment over the last few decades, enriching our lives in numerous ways. 
Unmanned aerial vehicles (UAVs) are low-cost, highly mobile, and 
rapidly deployable with a wide coverage range. They play a key role 
in real-life situations such as emergency communication, post-disaster 
rescue, aerial photography, and cargo transportation [1]. Furthermore, 
UAVs play a crucial role in wireless communication networks, contribut-
ing to a wide range of applications. For instance, UAVs can be used 
as aerial relays to transmit signals and compute data for ground users 
[2–5]. UAVs can also collect data efficiently while communicating with 
multiple ground nodes [6]. Despite these advantages, UAV wireless con-
nectivity is vulnerable to various security threats, such as jamming and 
eavesdropping.

To defend against these threats, the physical layer security (PLS) 
approach has emerged to enhance secrecy performance [7]. Specifi-
cally, PLS increases channel capacity for legitimate users while reduc-
ing the ability of potential eavesdroppers to decode data. In recent 
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years, research has been conducted to improve the performance of the 
PLS in wireless networks by utilizing advanced technologies such as 
non-orthogonal multiple access (NOMA) and massive multiple-input 
multiple-output (MIMO) [8,9]. However, most of these existing PLS 
schemes are designed for terrestrial or static environments and do not 
directly address the dynamic nature of UAV-assisted communication.

Previous work in this area, such as [8] and [9], did not address 
the airborne communication platforms. Research on UAV-based PLS has 
been explored in [10,11], with the primary objective of optimizing the 
secrecy performance through UAV trajectory design. Such investigations 
have demonstrated considerable improvements in secrecy rate; how-
ever, they fall short of altering how wireless signals propagate, limiting 
overall performance improvements for airborne communication plat-
forms.

To overcome these limitations, a new paradigm is required that 
allows the propagation environment of signal waveforms to be syn-
thetically customized. Using reconfigurable intelligent surfaces (RISs) 
has proven an effective approach to addressing such problems [12]. 
RIS can intelligently adjust the signal environment using affordable
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passive reflecting elements on a flat surface. This enables precise 3D 
passive beamforming, enhancing directional signal control and improv-
ing performance [13]. Furthermore, the dynamic adaptation of the RIS 
to the propagation environment serves various purposes, such as boost-
ing signal strength and preventing eavesdropping for secure commu-
nication. Consequently, incorporating RIS technology can improve the 
signal propagation environment, effectively directing the signal toward 
the intended receivers. Furthermore, data transmitted through RIS in-
cur fewer intermediate delays than those experienced with active relays 
at intermediary positions. The deployment of RIS is straightforward and 
proves to be an effective solution to reduce overall energy consumption.

The unique and complementary characteristics of UAVs and RIS have 
motivated the introduction of RIS-aided UAV communications to en-
hance overall network performance. While UAVs’ elevated altitude sig-
nificantly improves their ability to communicate with legitimate users, 
buildings or other obstacles can occasionally obstruct this connection. 
Consequently, deploying an RIS on a building or in a high-altitude area 
provides a viable option for redirecting signals between the UAV and 
users [14,15].

Recent advances in machine learning (ML) have enabled the opti-
mization of wireless networks. A growing area of ML is deep reinforce-
ment learning (DRL), which integrates deep neural networks (DNNs) 
and reinforcement learning (RL) [16]. DRL algorithms can be applied for 
various purposes in wireless networks, such as enhancing data rate [17], 
minimizing energy consumption [18], and improving real-time applica-
tion processing time [19]. Furthermore, DRL algorithms offer substan-
tial advantages in wireless networks by not requiring pre-collected data 
for training. Instead, DRL agents actively interact with their environ-
ment and generate training samples from these interactions. Using state 
transitions, the NNs are trained to adjust their parameters to maximize 
a specific reward function. As such, trained networks can be effectively 
deployed for real-time predictions.

1.1.  Related work

UAVs and RIS have been increasingly utilized to enhance wireless 
network performance by improving coverage, signal strength, and over-
all system efficiency. The elevated positions of UAVs enable them to 
overcome many terrestrial obstacles, enhancing communication capa-
bilities. Similarly, RIS can be strategically deployed to reflect and redi-
rect wireless signals, optimizing the propagation environment and im-
proving network performance. However, the static nature of RIS and the 
dynamic nature of UAVs present unique challenges that require sophis-
ticated optimization techniques to address effectively. In particular, the 
complexity of maintaining reliable and secure communications in highly 
dynamic network environments, characterized by mobility, channel ag-
ing, and frequent topology changes, cannot be effectively addressed by 
traditional static designs.

1.1.1.  UAV-Based wireless networks
UAVs play a vital role in enhancing wireless network coverage and 

signal transmission by leveraging their elevated altitudes [20–23]. In 
[20], a 3D spatial arrangement of multiple UAVs is introduced to op-
timize the total service time and ensure users’ quality-of-service (QoS) 
demands are met. A dynamic service area (DSA) algorithm is proposed 
to identify potential service areas for the placement of UAVs. Addition-
ally, the DSA is refined within convex regions to maximize the user QoS 
demands and service times. In [21], a singular UAV approach is pro-
posed for gathering data from a cluster of ground sensors in wireless 
networks. The primary goal is to ensure service quality, minimize en-
ergy consumption, and limit transmitted power for each sensor. In [22], 
the optimization of throughput and energy efficiency (EE) is investi-
gated in UAV-aided device-to-device (D2D) networks. This work aims 
to optimize the sum rate and EE under power splitting. A joint opti-
mization of the Internet of Things (IoT) transmission and UAV trajectory 

is explored to maximize the system EE [23]. Despite the significant im-
provement in network performance achieved by UAVs, using them alone 
may pose challenges, such as navigating static obstacles, mitigating sig-
nal blockages caused by buildings or terrain, and efficiently adapting 
to dynamic changes in the communication environment. Furthermore, 
UAVs are vulnerable to potential interception in security-sensitive appli-
cations due to their open nature [24]. To address this issue, integrated 
approaches must be employed that combine mobility, adaptability, and 
enhanced PLS.

1.1.2.  RIS-Based wireless networks
RIS technology has recently garnered considerable attention and 

is considered a key enabler for future cellular networks due to its 
unique characteristics, including low cost and low energy consump-
tion [25–27]. The emphasis on enhancing the PLS within RIS-assisted 
cell-free networks is explored in [25]. This involves optimizing active 
beamforming at base stations (BSs) and passive beamforming at RISs to 
maximize the weighted sum secrecy rate. In [26], A novel alternating 
optimization scheme is proposed for a refracting RIS-aided hybrid satel-
lite system to minimize the total transmit power of the satellites and the 
BS, resulting in significant QoS improvements. In [27], the RIS-aided 
cellular network is integrated with a satellite-terrestrial system to max-
imize the secrecy rate while satisfying system constraints. RIS has sig-
nificantly improved the network performance in terms of secrecy rate. 
However, relying solely on RIS may pose specific communication chal-
lenges, such as overcoming mobility constraints, adapting dynamically 
to rapidly changing scenarios, and extending coverage to areas not eas-
ily accessible by a fixed RIS setup. Moreover, RIS is not autonomously 
adaptable to environmental variations and threats, such as eavesdrop-
ping, which limits its standalone effectiveness in secure and mobile en-
vironments [28].

1.1.3.  RIS and UAV integrated networks
Thus, combining UAVs and RISs can significantly address these chal-

lenges, providing a comprehensive solution for enhanced wireless com-
munication performance in complex and dynamic scenarios. In [14], 
an innovative methodology is presented to optimize received signal 
strength by integrating vector beamforming and RIS phase shift tech-
niques. In [29], an optimization approach is employed for RIS phase 
shift and UAV trajectory to maximize the user’s sum rate while ensur-
ing resource allocation (RA) fairness. In [30], a RIS-aided UAV opti-
mization model is presented to maximize achievable sum rates by op-
timizing resource scheduling, power allocation, and UAV trajectory. In 
[31], a novel energy-saving system is proposed for RIS-aided UAV net-
works, utilizing a game-theoretic approach. The aim is to maximize the 
received signal strength by UAVs and the EE experienced by each user. 
These studies [29–31] demonstrate that RIS-aided UAV communications 
have the potential to improve the quality and performance of wire-
less communications. However, these works exhibit two key limitations. 
Firstly, it is assumed that UAVs and legitimate users have perfect chan-
nel state information (CSI), implying that the communication channel 
is always known precisely. Such may not be the case in real-world sit-
uations. Secondly, all these works adhere to a traditional model-based 
approach, assuming a stationary network environment over time, which 
lacks practicality in scenarios featuring mobile users and highly dy-
namic network environments (e.g., radio). Furthermore, eavesdroppers 
are often overlooked, despite their critical importance in real-world de-
ployments of aerial and intelligent reconfigurable platforms [32]. Thus, 
relaxing these unrealistic assumptions is imperative to exploring more 
practical scenarios. Ultimately, this exploration is expected to yield 
more versatile models that can be applied in real-time scenarios, of-
fering substantial practical benefits by accommodating changes in the 
network environment and accounting for outdated CSI at each time
step.
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Table 1 
Key differences between existing work and proposed work.
 Papers  DRL Policy  Action  SEE Objective  Outdated CSI  Joint Optimization  DRL Approach
 [33–36]  Value-based  Discrete × × ×  DQN
 [37–40]  Policy-based  Continuous × × ×  DDPG
 This work  Policy-based  Continuous ✓ ✓  UAV+RIS+Power  Twin DDPG

1.1.4.  ML in RIS-UAV networks
ML, particularly DRL, has emerged as a promising technique for op-

timizing decision-making in highly dynamic wireless networks. DRL has 
the potential to meet the high standards and demands of these networks. 
DRL trains the NNs offline, enabling them to make decisions quickly and 
accurately. A few recent works have leveraged these unique features 
to optimize RIS-aided UAV wireless networks. For instance, a deep Q 
network (DQN) is proposed in [33] to control RIS phase shifts and de-
sign UAV trajectories to maximize the systems’ data rate and EE perfor-
mance. A similar approach is proposed in [34] to jointly optimize the 
UAV 3D trajectory and the RIS phase shift. As a result of the proposed 
algorithm, the UAV’s EE has been enhanced while ensuring a high level 
of QoS for users. In [35], the UAV trajectory and RIS phase shift are opti-
mized to maximize system capacity under the UAV energy consumption 
constraint. The DRL algorithm jointly optimizes the UAV trajectory and 
RIS phase-shift design, thereby increasing the system capacity of RIS-
UAV-assisted networks [36]. The work described in [33–36] focuses on 
maximizing the long-term cumulative reward using value-based DRL 
algorithms, which are well-suited only to discrete action spaces. How-
ever, maintaining smooth control of UAV and RIS adjustment in dy-
namic environments is always challenging. Policy-based (e.g., DDPG) 
algorithms are more suitable for dynamic environments that require 
continuous actions. For instance, in [37], a DDPG-based algorithm is 
employed to jointly optimize the RIS phase shift, the UAV’s horizontal 
position, and the BS’s power allocation, thereby maximizing the sum 
rate. In [38], the UAV power allocation and the RIS phase shift matrix 
are jointly optimized to maximize the EE performance of the considered 
networks. A similar approach can also be seen in [39,40]. However, 
these existing studies primarily focus on optimizing either the UAV tra-
jectory, active UAV beamforming, or passive RIS beamforming alone, 
without exploring joint optimization. Moreover, these investigations ne-
glect the explicit consideration of eavesdroppers, a security concern for 
emerging wireless networks. In addition, these studies predominantly 
rely on model-based environmental settings (e.g., predefined channel 
conditions or fixed user mobility), which may not hold in dynamic sce-
narios. Therefore, practical and adaptable approaches are necessary to 
address the complexity and dynamic nature of wireless networks in var-
ious environments. Thus, addressing dynamic control and PLS jointly 
remains an open research direction that our work aims to fulfill. There-
fore, in this work, we employ outdated, realistic CSI and continuous con-
trol via twin DDPG,1 and explicitly focus on SEE rather than secrecy rate 
alone, addressing both security and energy trade-offs in a dynamic UAV-
RIS scenario compared to existing DRL-based works that either focus on 
rate maximization or assume perfect CSI. In Table 1, we highlight the 
key differences between existing works and the proposed framework. 
Notably, while several studies have explored DRL-based optimization 
for UAV-RIS systems, our work is the first to address SEE maximization 
under outdated CSI using a Twin Delayed DDPG framework with joint 
control over UAV trajectory, RIS beamforming, and transmit power.

1 The proposed twin-delayed DDPG framework is based on the standard TD3 
[41]. However, instead of designing a new learning architecture, we adapt the 
TD3 principles of twin critics and delayed policy updates to two coordinated 
DDPG agents. Specifically, DDPG1 manages active (UAV) and passive (RIS) 
beamforming, while DDPG2 determines the UAV trajectory. This dual-agent 
setup enables simultaneous yet decoupled learning of interconnected control 
variables in continuous action spaces and with outdated CSI

1.2.  Motivations and contributions

Wireless communication has significantly advanced thanks to RIS 
and UAV technologies. However, there are still several challenges to 
overcome, and they need to be addressed efficiently.

• Many studies assume a perfect CSI, which is impractical in real-world 
scenarios where channel conditions are unpredictable and constantly 
changing [42] and [43].

• In traditional network models, the environment is stationary, lacking 
adaptability to dynamic changes such as user mobility and varying 
communication requirements [44]. However, in a practical scenario, 
such assumptions can cause suboptimal UAV positioning and beam-
forming, leading to higher transmission power and lower EE.

• Future wireless communications (i.e., emerging wireless networks) 
are expected to face critical security issues, such as the threat of 
eavesdroppers, which are often not explicitly addressed in existing 
works [37,45,46]. This needs to be addressed efficiently; even minor 
inaccuracies in CSI can lower the secrecy rate and increase the risk 
of information leaks for legitimate users.

• Moreover, most existing works often oversimplify real-world vari-
ability, failing to account for environmental dynamics such as UAV 
mobility, RIS coverage limitations, and CSI aging, all of which signif-
icantly impact performance.These works cannot guarantee security 
or stable communication quality in dynamic situations, limiting their 
practical application in emergency response, disaster monitoring, or 
military communications.

This means that more practical and adaptable solutions are needed to 
effectively handle real-time, dynamic environments and address security 
concerns to meet these challenges. Traditional optimization approaches, 
such as alternating optimization (AO), successive convex approximation 
(SCA), and swarm intelligence (SI) algorithms, are widely used to solve 
such problems. These approaches generally require accurate CSI and are 
suitable for small-scale networks. However, these approaches are de-
manding high computationally power and often unsuitable for solving 
large-scale network problems, especially in UAV-RIS networks, charac-
terized by channel aging, high mobility, and non-stationary topologies. 
On the other hand, DRL can learn optimal control policies directly from 
interactions with the environment, without requiring explicit modeling 
of complex, time-varying wireless channels. Once trained, the DRL agent 
can make real-time decisions for continuous control variables such as 
UAV trajectory, RIS phase shifts, and transmit power, thereby achiev-
ing better adaptability and robustness to outdated CSI. Moreover, the 
proposed framework mitigates the overestimation bias present in the 
standard DRL approach and ensures more stable convergence in contin-
uous action spaces. Therefore, a DRL-based approach is more suitable 
for addressing the joint UAV–RIS optimization problem under realis-
tic, dynamic conditions compared to traditional non-DRL optimization 
methods. Keeping these motivations in mind, this paper aims to over-
come the identified limitations by incorporating a joint optimization 
approach. Specifically, we address the outdated CSI at each time step 𝑡
and explicitly consider the UAV trajectory, as well as active (UAV) and 
passive (RIS) beamforming, and UAV transmit power. In our prior work 
[47], we proposed an approach to maximize the secrecy rate using DRL. 
We extend our previous work by focusing on maximizing SEE rather 
than secrecy rate. In summary, the paper’s main contributions are listed 
in the following:
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Fig. 1. System model setup.

1. RIS-aided UAV Network for Secure Communication: Existing 
studies primarily focus on optimizing either UAV trajectory, active 
UAV beamforming, or passive RIS beamforming individually, with-
out considering joint optimization. In this paper, we jointly optimize 
these elements through an RIS-aided UAV network to ensure secure 
communication. The UAV is deployed to serve specific legitimate 
user equipment (UE) subject to the presence of an eavesdropper. The 
RIS is employed to minimize the success of eavesdropping attempts, 
which are posed by the severe shadowing effect on the legitimate 
UE, and to enhance the signal quality received from the associated 
UAV, thereby ensuring secure communication. Furthermore, the im-
pact of RIS is assessed, and its performance is compared with the 
No-RIS case.

2. Formulation of SEE Maximization Problem: We formulate the SEE 
maximization problem for RIS-aided UAV networks, taking into ac-
count key constraints such as the secrecy rate requirement for each 
legitimate UE, the power budget across UAVs, and the RIS phase shift 
coefficient. The common assumption of perfect CSI is relaxed, and 
the impact of outdated CSI is evaluated at each time step 𝑡.

3. MDP-based Solution with Twin DDPG: For the formulated SEE 
problem, we define the state space, action space, and reward func-
tion using the Markov Decision Process (MDP) tool [48]. Solving 
such a problem using a single deep deterministic policy gradient 
(DDPG (Baseline approach)) faces an overestimation bias problem, 
which leads to suboptimal policy updates. To solve the formulated 
problem efficiently, we proposed a twin delay DDPG methodology. 
The first DDPG (i.e., DDPG1) is used to find the optimal beamforming 
policies for active (UAV) and passive (RIS), while the second DDPG 
(i.e., DDPG2) is used to determine the optimal trajectory for UAV.

1.3.  Paper organization

Section 2 describes the system model and formulates the problem 
of maximizing the SEE of UAV-assisted wireless communications aug-
mented by RIS. Section 3 provides a foundational understanding of 
DRL. Section 4 introduces the policy-based DDPG approach, focusing 
on joint optimization. Section 5 presents simulation results that demon-
strate the efficiency of our proposed methods compared to conventional 
techniques. Finally, Section 6 encapsulates the conclusion and future 
direction.

2.  System model and problem formulation

In this paper, we consider a wireless downlink network consisting 
of multiple UAVs  = {1, 2,… , 𝑈} supported by an RIS, as shown in 
Fig. 1.

The RIS plays a pivotal role in facilitating secure communication 
for transmitting confidential information from the UAVs to N single-

antenna UEs amidst the presence of Msingle-antenna eavesdroppers. In 
this case, a uniform linear array (ULA) with A-element is employed by 
UAVs, while the uniform planar array (UPA) with 𝐴 = 𝑎2 is utilized by 
RIS, such that 𝑎 is an integer. Moreover, the sets of UEs and the eaves-
droppers are denoted as ℕ = {1, 2,… , 𝑁},  = {1, 2,… ,𝑀}, respec-
tively. A 3D Cartesian coordinate system is used to place all entities. 
The fixed coordinates are assigned to RIS at 𝑤𝑅 = (𝑥𝑅, 𝑦𝑅, 𝑧𝑅)𝑇 . With-
out loss of generality and to avoid confusion, the ground BS interference 
is excluded in this work, as the focus is on the interactions within the 
UAV and RIS-assisted network. This approach demonstrates the effec-
tiveness of RIS’s in enhancing secure communication for the proposed 
system model.

In the proposed scenario, the UAV is assumed to traverse at a fixed 
altitude throughout 𝐾 finite time slots 𝑇 = {𝑡𝑘}𝐾𝑘=1, where 𝑡𝑘 indicates 
the time slot. During 𝑘-th time slot, the coordinates of the UAVs and 
UEs/eavesdroppers can be represented as 𝐪[𝑘] = (𝑥𝑢[𝑘], 𝑦𝑢[𝑘],𝐻𝑢[𝑘])𝑇

and 𝐰𝑖[𝑘] = (𝑥𝑖[𝑘], 𝑦𝑖[𝑘], 𝑧𝑖[𝑘])𝑇 , ∀ 𝑖 ∈ ℕ ∪, respectively. Furthermore, 
at 𝑘-th time slot, we represent the location information as  = {𝐪[𝑘]} ∪
{𝐰𝑖[𝑘] | ∀𝑖 ∈ ℕ ∪}. The UAVs move within a predefined area and are 
restricted by a maximum height 𝐻max. Moreover, we assume that UAVs 
can detect and avoid obstacles. Therefore, the mobility constraints sub-
ject to the UAV can be formulated in Eq. (1) as: 
𝑞[0] = (0, 0,𝐻𝑈 ), (1a)

𝐵 ≥ max(𝑥[𝑘], 𝑦[𝑘]), 𝑘 = 1,… , 𝐾, (1b)

𝐻max ≥
√

‖𝑞[𝑘 + 1] − 𝑞[𝑘]‖2, 𝑘 = 1,… , 𝐾 − 1. (1c)

The UAV’s initial coordinate is represented in Eq. (1a), while the 
UAV’s moving boundaries 𝐵 and maximum distance 𝐻𝑚𝑎𝑥 at each time 
step are represented by Eqs. (1b) and (1c), respectively. We define the 
different connection channel gains for the proposed system model. Each 
channel gain can be represented as channel gain from the 𝑢-th UAV to 
the RIS as ℎ(𝑈,𝑅) ∈ ℂ(𝑀×𝐴), from the 𝑢-th UAV to the 𝑚-th eavesdropper 
as ℎ(𝑈,𝑚) ∈ ℂ(𝐴×1), from the 𝑢-th UAV to the 𝑛-th user as ℎ(𝑈,𝑛) ∈ ℂ(𝐴×1), 
from the RIS to the 𝑛-th user as ℎ(𝑅,𝑛) ∈ ℂ(𝑁×1), and from the RIS to the 
𝑚-th eavesdropper as ℎ(𝑅,𝑚) ∈ ℂ(𝑀×1), respectively. Furthermore, all of 
these channels are modeled using the 3D Saleh Valenzuela (SV) channel 
model [49]. 

ℎ𝑈,𝑖 =
√

1
𝐿𝑈𝑁

𝐿𝑈𝑁
∑

𝑙=1
𝑔𝑢𝑖,𝑙 𝑞𝐿(𝜙

AoD
𝑖,𝑙 ), ∀𝑖 ∈ ℕ ∪, (2a)

ℎ𝑅,𝑖 =
√

1
𝐿𝑅𝑁

𝐿𝑅𝑁
∑

𝑙=1
𝑔𝑟𝑖,𝑙 𝑞𝑀 (𝜙AoD𝑖,𝑙 , 𝜗AoD𝑖,𝑙 ), ∀𝑖 ∈ ℕ ∪, (2b)

ℎ𝑈,𝑅 =
√

1
𝐿𝑅𝑁

𝐿𝑅𝑁
∑

𝑙=1
𝑔𝑢𝑟𝑙 𝑞𝑀 (𝜙AoA𝑙 , 𝜗AoA𝑙 ) 𝑞𝐿(𝜙AoD𝑙 )𝐻 , ∀𝑖 ∈ ℕ ∪. (2c)

The large-scale fading coefficients 𝑔 ∈ {𝑔𝑢(𝑖,𝑙), 𝑔
𝑟
(𝑖,𝑙), 𝑔

(𝑢𝑟)
𝑙 } can be for-

mulated as  (0, 10(𝑃𝐿∕10)), where 𝑃𝐿(𝑑𝐵) = 0 − 10𝛼 log10(𝐷) − 𝑃𝐿𝑠, 
such that 𝛼, 0 and 𝐷 indicates the path-loss exponent, the reference 
distance for one meter’s path loss, and the link distance, respectively. 
Furthermore, the shadow fading coefficient is represented by 𝑃𝐿𝑠 ∼
 (0, 𝜎2𝑠 ). The steering vector 𝑞𝐿 used in ULA can be expressed as [50].

𝑞𝐿(𝜑) =

[

1, 𝑒
𝑗 2𝜋𝜆𝑐

𝑑 sin(𝜑)
,… , 𝑒

𝑗 2𝜋𝜆𝑐
𝑑(𝐴−1) sin(𝜑)

]𝐻

. (3)

such that 𝜑 denotes the azimuth angle of departure (AoD) for 𝜑𝐴𝑜𝐷(𝑖,𝑙)  and 
𝜑𝐴𝑜𝐷(𝑙) , while 𝜆𝑐 and 𝑑 stand for the carrier wavelength and inter-spacing 
of the antenna, respectively. Similarly, the UPA steering vector 𝑞𝑀 (𝜑, 𝜗)

can be expressed as 𝑞𝑀 (𝜑, 𝜗) = [1,… , 𝑒𝑗
2𝜋
𝜆𝑐
𝑑(𝑖 sin(𝜑) sin(𝜗)+𝑗 cos(𝜑) sin(𝜗)),…]𝐻 , 

where 𝜑(𝜗) shows azimuth (elevation) for the angle of arrival (AoA) 
with 𝜑𝐴𝑜𝐴𝑙 (𝜗𝐴𝑜𝐴𝑙 ) and AoD 𝜑𝐴𝑜𝐷(𝑖,𝑙) (𝜗

𝐴𝑜𝐷
(𝑖,𝑙) ) and 0 ≤ 𝑖, 𝑗 ≤ 𝑎 − 1, respectively. 

The optimization variable  and the CSI coupling are determined by 
the line-of-sight (LoS) components 𝜑(𝜗)𝐴𝑜𝐴(𝐴𝑜𝐷)

𝑙=1  involving the trajecto-
ries of users’ and UAVs for each link. According to the SV channel model, 
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the AoA/AoDs vary with propagation paths, challenging the idea that 
LoS components depend solely on the location of the UAV [14]. There-
fore, we mathematically represented the LoS components for each link 
𝜑(𝜗)𝐴𝑜𝐴(𝐴𝑜𝐷)

𝑙 , 𝑙 ≠ 1 as follows [51]:

𝜑(𝜗)AoA(AoD)𝑙 = 𝜑(𝜗)AoA(AoD)𝑙=1 + Φ(Λ)AoA(AoD)𝑙 , 𝑙 = 2,… , 𝐿. (4)

where Φ(Λ)AoA(AoD) is known as a spreading factor [51]. We as-
sume that the communication channel between UAVs to users, or 
potential eavesdroppers, is imperfect and characterized by 𝐻𝐶,𝑖 =
diag(ℎ𝐻𝑅,𝑖)ℎ𝑈𝑅, ∀𝑖 ∈ ℕ ∪. The beamforming of RIS is described 
as 𝜙 = diag(𝛽1𝑒𝑗𝜃1 , 𝛽2𝑒𝑗𝜃2 ,… , 𝛽𝐴𝑒𝑗𝜃𝐴 ), where 𝛽𝑎 ∈ [0, 1], 𝜃𝑎 ∈ [0, 2𝜋), 𝑎 =
1, 2,… , 𝐴, represent the amplitude reflection coefficient and phase shift 
of the 𝑎-th RIS reflection element, respectively. To maximize the re-
flected signal power, a constant value for 𝛽𝑎 = 1 is considered for all 
elements. The combined channel gains from a UAV to all receivers can 
be calculated as follows:
𝐻𝐶 = {ℎ𝐻𝑈,𝑖 + 𝜉

𝐻𝐻𝐶,𝑖 ∣ ∀𝑖 ∈ ℕ ∪}. (5)

where 𝜉 shows the RIS passive beamforming matrix and can be vector-
ized as 𝜉 = 𝑣𝑒𝑐(𝜙). Thus, the signal received at the 𝑖-th user or eaves-
dropper by each UAV can be formulated as follows:
𝑦𝑖 = (ℎ𝐻𝑈,𝑖 + 𝜉

𝐻𝐻𝐶,𝑖)Wb + 𝑜𝑖, ∀𝑖 ∈ ℕ ∪. (6)

where W ∈ ℂ(𝐴×𝑁) represents the UAV beamforming matrix and b ∈
ℂ(𝑁×1) indicates the transmitted symbol. Thus, for the 𝑛-th user at time 
step 𝑡, the signal-to-interference-plus-noise ratio (SINR) can be expressed 
as follows:

SINR𝑢𝑛(𝑡) =
(|ℎ𝐻𝑈,𝑛 + 𝜉

𝐻𝐻𝐶,𝑛|𝑤𝑛)2
∑

𝑛′∈ℕ⧵{𝑛}(|ℎ
𝐻
𝑈,𝑛 + 𝜉

𝐻𝐻𝐶,𝑛|𝑤𝑛′ )2 + 𝜎2𝑛
. (7)

where 𝑜𝑖 ∼  (0, 𝜎𝑛),∀𝑖 ∈ ℕ ∪ denotes the background noise of legit-
imate users. As a result, the achievable rate of the 𝑛-th user can be rep-
resented as follows:
𝜕𝑢𝑛 = log2

(

1 + SINR𝑢𝑛(𝑡)
)

. (8)

Similarly, for the 𝑚-th eavesdropper’s signal with respect to the 𝑛-th user 
at the time step 𝑡, the SINR can be expressed as follows:

SINR𝑒𝑚,𝑛(𝑡) =
(|ℎ𝐻𝑈,𝑚 + 𝜉𝐻𝐻𝐶,𝑚|𝑤𝑛)2

∑

𝑛′∈𝑁⧵{𝑛}(|ℎ
𝐻
𝑈,𝑚 + 𝜉𝐻𝐻𝐶,𝑚|𝑤𝑛′ )2 + 𝜎2𝑚

. (9)

The achievable rate from the 𝑚-th eavesdropper’s to the 𝑛-th user can 
be denoted as:
𝜕𝑒𝑚,𝑛 = log2

(

1 + SINR𝑒𝑚,𝑛(𝑡)
)

. (10)

Finally, the individual secrecy rate from the UAV to the 𝑛-th user can be 
formulated as follows [52].

𝜕sec𝑛 =
[

𝜕𝑢𝑛 − 𝜕
𝑒
𝑚,𝑛

]+
. (11)

where [𝑗]+ = max(0, 𝑗). Note that the value of 𝜕𝑢𝑛 − 𝜕𝑒𝑚,𝑛 is always non-
negative for the 𝑡𝑘 time slot. If this value becomes negative, we can 
make the transmit power 𝑃𝑡 = 0, making the result of Eq. (11) equal to 
0. This means that adjusting the transmit power 𝑃𝑡 ensures the secrecy 
rate is always non-negative.

2.1.  Secrecy energy efficiency (SEE)

According to [53] and [54], we define the SEE as the ratio of the 
sum of the secrecy rates 𝜕𝑠𝑒𝑐𝑛  of all legitimate users/UEs in 𝑁 to the 
total power consumption. The SEE can be achieved under the constraints 
of active and passive (Φ,W ) beamforming matrices, UAV trajectory q, 
and the transmit power 𝑃𝑡. Mathematically, the SEE can be expressed as 
follows:

Υ = SEE({Φ,𝑊 , 𝑞}) =
∑𝑁
𝑛=1 𝜕

sec
𝑛

𝔓𝑃𝑡 + 𝑃𝑅 + 𝑃𝑈
, (12)

such that 𝔓 is the power amplifier efficiency and is assumed constant 
in this work. 𝑃𝑡 is the UAV transmit power for users 𝑁 . 𝑃𝑈  indicates the 
UAV’s power consumption during its flight. 𝑃𝑅 denotes the RIS power 
consumption in each reflecting element. Without loss of generality, we 
summarized all the mathematical notation used in this work in Table 2.

2.2.  Problem formulation

In this subsection, the SEE maximization problem is formulated. This 
can be achieved by jointly optimizing the beamforming matrices (ac-
tive (UAV) and passive (RIS)), the UAV trajectory, and the UAV trans-
mit power. The UAVs must select the most appropriate coordinates to 
transmit signals to RIS at each time step 𝑡. The RIS will then use the 
local environment information to determine the optimal phase shift for 
a legitimate user. Accordingly, we formulate the optimization problem 
based on the beamforming matrices (active (UAV) and passive (RIS)), 
the UAV’s trajectory, and transmit power to encompass all UEs.
(𝑃 1) ∶ max

𝑞,Φ,𝑊 ,𝑃𝑡

∑

𝑛∈
Υ (13)

𝑠.𝑡.(1) (14a)

𝜕sec𝑛 ≥ 𝜕sec,min𝑛 , ∀𝑛 ∈  , (14b)

0 ≤ 𝜃𝑚 ≤ 2𝜋, 𝑚 = 1,… ,𝑀, (14c)

𝑃𝑡(𝑊𝑊 𝐻 ) ≤ 𝑃max (14d)

𝐻̂(𝑡) = 𝐻(𝑡) + Δ𝐻(𝑡), ‖Δ𝐻(𝑡)‖ ≤ 𝜖. (14e)

(14a) represents the UAV mobility constraint (previously defined in (1)). 
Constraint (14b) states that the minimum secrecy rate from the UAV to 
the legitimate user 𝑛 can be achieved without compromising the user’s 
QoS requirement, thereby improving the overall SEE. Constraint (14c) 
indicates the RIS reflecting gain and bounded in the range of 0 and 2𝜋, 
whereas constraint (14d) confines the total transmitted power of UAVs 
during the beamforming process to not exceed the maximum threshold 
𝑃𝑚𝑎𝑥. Constraint (14e) indicates imperfect CSI to reflect realistic UAV 
network conditions, accounting for feedback delays and estimation er-
rors, where 𝐻̂(𝑡), Δ𝐻(𝑡), and 𝜖 represent the estimated CSI, bounded 
error term, and maximum uncertainty radius, respectively. This model 
reflects more realistic assumptions of channel estimation in time-varying 
UAV scenarios.

Remark: The proposed framework uses perturbed CSI during train-
ing to minimize instability caused by outdated CSI. The agent learns 
to account for channel variations within the uncertainty bounds, mak-
ing the learning process more robust to estimation delays and feedback 
errors. This helps prevent oscillations and enhances algorithmic stabil-
ity in time-varying conditions. By incorporating perturbed CSI during 
training, the proposed framework inherently adapts to dynamic envi-
ronments.

Although some elements, such as the state variables and constraints 
of (P1), reappear in the MDP formulation, this separation is intentional. 
We defined the mathematical optimization objectives and constraints in 
P1, providing an overview of the system design. The MDP reformula-
tion translates these objectives into a learning-based framework, such 
as states, actions, and rewards, suitable for training the proposed net-
works. This provides readers with a clear understanding of the optimiza-
tion goals and the practical approach the DRL agent uses to solve the 
problem in a dynamic UAV-RIS network.

Although problem (P1) is reformulated in a more tractable form, 
however, it is still a non-convex problem due to the constraints in (14a), 
(14b), (14c), and time-varying CSI at each time step 𝑡. No general opti-
mization method currently exists to address problem (P1) effectively.

Therefore, in this paper, we present an advanced DRL approach to 
formulate the SEE optimization problem. The aim is to obtain opti-
mal UAV trajectories and beamforming matrices (active (UAV) and pas-
sive (RIS)), rather than directly addressing the NP-hard optimization 
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Table 2 
List of notations.
 Symbol  Definition  Symbol  Definition
 = {1,… , 𝑈}  Set of UAVs ℕ = {1,… , 𝑁}  Set of legitimate users (UEs)
 = {1,… ,𝑀}  Set of eavesdroppers 𝐴 = 𝑎2  Number of RIS reflecting elements
𝑇 = {𝑡𝑘}𝐾𝑘=1  Time slots 𝐪[𝑘] = (𝑥𝑢[𝑘], 𝑦𝑢[𝑘],𝐻𝑢[𝑘])𝑇  UAV position at slot 𝑘
𝐰𝑖[𝑘] = (𝑥𝑖[𝑘], 𝑦𝑖[𝑘], 𝑧𝑖[𝑘])𝑇  Position of user/eavesdropper 𝑖 𝑤𝑅 = (𝑥𝑅 , 𝑦𝑅 , 𝑧𝑅)𝑇  RIS location
𝐵  UAV horizontal boundary 𝐻max  UAV maximum altitude
ℎ(𝑈,𝑅)∈ℂ𝑀×𝐴  Channel UAV→RIS ℎ(𝑈,𝑛) , ℎ(𝑈,𝑚)  Channels UAV→user / UAV→eavesdropper
ℎ(𝑅,𝑛) , ℎ(𝑅,𝑚)  Channels RIS→user / RIS→eavesdropper 𝐿𝑈𝑁 , 𝐿𝑅𝑁  Number of propagation paths
𝑔𝑢𝑖,𝑙 , 𝑔

𝑟
𝑖,𝑙 , 𝑔

𝑢𝑟
𝑙  Complex fading coefficients 𝛼  Path-loss exponent

0  Reference path-loss constant 𝐷  Link distance
𝑃𝐿𝑠  Shadow fading term 𝑞𝐿(𝜑)  ULA steering vector
𝑞𝑀 (𝜑, 𝜗)  UPA steering vector 𝜆𝑐  Carrier wavelength
𝑑  Antenna spacing 𝜑, 𝜗  Azimuth and elevation angles (AoA/AoD)
Φ(Λ)  Angle spreading factor 𝜙 = diag(𝛽1𝑒𝑗𝜃1 ,… , 𝛽𝐴𝑒𝑗𝜃𝐴 )  RIS reflection matrix
𝛽𝑎 , 𝜃𝑎  Amplitude and phase of RIS element 𝑎 𝜉 = vec(𝜙)  Vectorized RIS beamforming matrix
W ∈ ℂ𝐴×𝑁  UAV beamforming matrix b ∈ ℂ𝑁×1  Transmitted symbol vector
𝐻𝐶,𝑖  Combined UAV-RIS-receiver channel 𝑜𝑖∼ (0, 𝜎2𝑖 )  Receiver noise
SINR𝑢𝑛(𝑡)  SINR at user 𝑛 SINR𝑒𝑚,𝑛(𝑡)  SINR at eavesdropper 𝑚 for user 𝑛
𝜕𝑢𝑛 , 𝜕

𝑒
𝑚,𝑛  Achievable rates of user / eavesdropper 𝜕sec𝑛  Secrecy rate of user 𝑛

Υ  Secrecy energy efficiency (SEE) 𝔓  Power amplifier efficiency
𝑃𝑡  UAV transmit power 𝑃𝑅 , 𝑃𝑈  RIS and UAV power consumption
𝑃max  Maximum transmit power 𝐻̂(𝑡),Δ𝐻(𝑡), 𝜖  Estimated CSI, error, and bound
(𝑃 1)  SEE maximization problem

problem. To ensure robustness under CSI uncertainty, the DRL agent is 
trained using perturbed CSI samples that simulate estimation noise and 
feedback delays. This allows the learned policy to generalize to practi-
cal operating environments with imperfect CSI. Before diving into the 
details of the proposed DRL approach, we first provide an overview of 
the DRL approach to enrich understanding.

3.  Preliminary descriptins of DRL

To implement DRL algorithms that support a system, two main ap-
proaches are used: value search and policy search. The value search 
approach estimates the policy parameter by examining the value of a 
given state. Mathematically, we define the value function 𝑉  following 
the policy 𝜋 at a given state 𝑠 ∈  as follows: 
𝑉 𝜋 (𝑠) = 𝔼[ ∣ 𝑠, 𝜋], (15)

such that 𝔼, , and  represent the expectation function, the reward 
function, and the state space, respectively. The optimal value function 
𝑉 ∗(𝑠) followed by the optimal policy 𝜋∗ can be mathematically repre-
sented as:
𝑉 ∗(𝑠) = max

𝜋
𝑉 𝜋 (𝑠), 𝑠 ∈  , (16)

Following an optimal policy 𝜋∗ that satisfies the Bellman equation 
[55], an agent chooses the action 𝑎 ∈  that maximizes the expected 
cumulative reward.

𝑉 ∗(𝑠) = 𝑉 𝜋∗ (𝑠) = max
𝑎∈

{

𝔼[𝑟(𝑠, 𝑎)] + 𝜁
∑

𝑠′∈
𝑠𝑠′ (𝑎)𝑉 ∗(𝑠′)

}

. (17)

where 𝑠𝑠′ (𝑎) signifies the transition probability followed by the cur-
rent state 𝑠 = 𝑠𝑡 and the future state 𝑠′ = 𝑠(𝑡+1) from state space 𝑠 ∈ 
and action space 𝑎 ∈ . 𝜁 indicates the discount factor. The state-action 
value 𝑄(𝑠, 𝑎) can be calculated when the agent observes the current state 
𝑠 ∈  executes the action 𝑎 ∈ , and follows the policy 𝜋:
𝑄𝜋 (𝑠, 𝑎) = 𝔼[𝑟(𝑠, 𝑎)] + 𝜁

∑

𝑠′∈
𝑠𝑠′ (𝑎)𝑉 ∗(𝑠′) (18)

From  (17) and  (18), we can write the optimal value function as
𝑉 ∗(𝑠) = max

𝑎∈
𝑄∗(𝑠, 𝑎), (19)

Eq. (19) represents the action-value function with the optimal policy 
𝜋∗. In policy-based search, the policy can be found directly by adjusting 
the policy parameters. In policy search, one popular approach is policy 

gradients, which provide efficient sampling across a wide range of pa-
rameters. Our goal is to find the optimal policy 𝜋∗ that can maximize 
the cumulative reward function and can be described as:
𝐽 (𝜃𝜋 ) =

∑

𝑠∈
𝑑𝜋 (𝑠)

∑

𝑎∈
𝜋𝜃(𝑎 ∣ 𝑠)𝑟𝜋 (𝑠, 𝑎), (20)

where 𝜃𝜋 and 𝑑𝜋 are the vector policy parameter and the Markov chain 
stationary distribution with policy 𝜋𝜃 , respectively. The policy param-
eter 𝜃𝜋 is adjusted using the gradient descent, relying on ∇𝜃𝐽 (𝜃𝜋 ) and 
can be expressed mathematically as:
∇𝜃𝐽 =

∑

𝑠∈
𝑑𝜋 (𝑠)

∑

𝑎∈
∇𝜃𝜋𝜃(𝑎 ∣ 𝑠)𝑄𝜋 (𝑠, 𝑎)

= 𝔼𝜋𝜃
[

∇𝜃 ln𝜋𝜃(𝑎 ∣ 𝑠)𝑄𝜋 (𝑠, 𝑎)
]

.
(21)

The REINFORCE algorithm is a popular policy search algorithm that 
utilizes Monte Carlo methods and episode samples to adjust policy pa-
rameters 𝜃𝜋 . Finally, the optimal policy parameters can be obtained 𝜃∗𝜋
as:

𝜃∗𝜋 = argmax
𝜃𝜋

𝔼

[

∑

𝑎
𝜋(𝑎 ∣ 𝑠; 𝜃𝜋 )𝑟(𝑠, 𝑎)

]

, (22)

The gradient is defined as follows:
∇𝜃𝜋𝐽 = 𝔼𝜋

[

∇𝜃𝜋 ln𝜋(𝑎 ∣ 𝑠; 𝜃𝜋 ) 𝑟(𝑠, 𝑎)
|

|

|𝑠=𝑠𝑡 ,𝑎=𝑎𝑡

]

. (23)

The parameter 𝜃𝜋 is updated using the gradient descent as:
𝜃𝜋 ← 𝜃𝜋 − 𝜏∇𝜃𝜋 , (24)

where 𝜏 is the step size parameter, whose value ranges from 0 ≤ 𝜏 ≤ 1. 
The optimal action 𝑎∗ can be chosen from the state 𝑠 with maximum 
probability as:
𝑎∗ = argmax

𝑎∈
𝜋(𝑎 ∣ 𝑠; 𝜃𝜋 ) (25)

3.1.  The DDPG method

DDPG is an advanced version of the DRL framework that uses actor-
critic algorithms to handle continuous action spaces. DDPG consists of 
two main networks: 1) the actor-network, which maps the state value 
function 𝜇(𝑠; 𝜃𝜇) to a specific action with parameters 𝜃𝜇 , and 2) the critic 
network, which is based on the policy search and evaluates the quality 
of the executed action 𝑄(𝑠, 𝑎). Furthermore, the target network and ex-
perience replay buffer techniques are employed in the DDPG algorithm 
to minimize computational overhead and improve learning speed.
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The agent explores the environment by observing the current state 𝑠𝑡
and executing an action 𝑎𝑡 at each time step 𝑡. Following the execution 
of the action, the agent receives feedback from the environment in the 
form of a scalar reward 𝑟𝑡 and moves to the next state 𝑠(𝑡+1). Tuples con-
taining the values above (𝑠𝑡, 𝑎𝑡, 𝑟𝑡, 𝑠(𝑡+1)) are then stored as an experience 
replay buffer 𝔻 for training the actor and critic networks. The replay 
buffer 𝔻 has a finite memory size, where it updates with new samples 
and discards the oldest ones. Once the agent has accumulated sufficient 
samples, it trains the NNs using a mini-batch  of transitions. Specifi-
cally, both the actor network and the critic network are trained using 
stochastic gradient descent (SGD) over  samples. The parameters used 
for the critic network and the target critic network can be denoted as 
𝜃𝑞 and 𝜃

′
𝑞 , respectively. Furthermore, we update the critic network by 

minimizing the loss function as 

𝐿 = 1



∑

𝑖=1

(

𝑦𝑖 −𝑄(𝑠𝑖, 𝑎𝑖; 𝜃𝑞)
)2, (26)

where

𝑦𝑖 = 𝑟𝑖(𝑠𝑖, 𝑎𝑖) + 𝜁 𝑄𝑖
(

𝑠(𝑖+1), 𝑎(𝑖+1); 𝜃𝑖𝑞
)

|

|

|𝑎(𝑖+1)=𝜇′(𝑠(𝑖+1);𝜃′𝜇 )
, (27)

such that 𝜃′𝜇 , indicates the target actor-network parameter. Similarly, 
we update the actor-network parameter as follows.

∇𝜃𝜇𝐽 = 1



∑

𝑖=1

[

∇𝑎′𝑄(𝑠𝑖, 𝑎𝑖; 𝜃𝑞)
|

|

|𝑎𝑖=𝜇(𝑠𝑖)
∇𝜃𝜇𝜇(𝑠

𝑖; 𝜃𝜇)
]

(28)

In order to update the target actor-network 𝜃𝑞 and target critic net-
works 𝜃′𝜇 , we employed soft target updates in the following manner:

𝜃𝑞′ ← Ψ𝜃𝑞 + (1 − Ψ)𝜃𝑞′ , (29)

𝜃𝜇′ ← Ψ𝜃𝜇 + (1 − Ψ)𝜃𝜇′ , (30)

where 0 ≤ Ψ ≤ 1 is the hyperparameter. Given that the DDPG algorithm 
trains the deterministic policy in an off-policy manner, a noise function 
ℵ(0, 1) is added as a way of facilitating the exploration and exploitation 
process as follows [56]:
𝜇′(𝑠𝑡; 𝜃𝑡𝜇′ ) = 𝜇(𝑠𝑡; 𝜃𝑡𝜇) + 𝜓ℵ(0, 1) (31)

where 0 ≤ 𝜓 ≤ 1 is the hyperparameter.

4.  The proposed twin DDPG solution

To address the problem (P1), we introduce a policy-based DRL frame-
work that enables the agent to learn the optimal beamforming and tra-
jectory policies without requiring prior knowledge of the system. How-
ever, the strong coupling between the outdated CSI and the UAV trajec-
tory poses a challenge for simultaneously optimizing all variables (P1), 
potentially leading to suboptimal performance and convergence issues. 
To overcome this, we propose an advanced DRL framework, twin DDPG 
networks, rather than a conventional single-network approach. In the 
conventional DDPG framework, which uses a single actor-critic network 
to jointly optimize (P1), a highly coupled and highly dimensional ac-
tion space is created. This coupling link causes slow convergence and a 
suboptimal learning policy, especially in highly dynamic environments 
with outdated CSI. However, our proposed framework employs a twin 
structure with two coordinated DDPG agents trained separately. This 
means two separate DDPG agents are trained to optimize (P1), each in-
teracting with the same environment to maximize a shared objective 
(e.g., SEE). By decoupling action spaces, the proposed approach im-
proves convergence and adaptability in complex environments where 
beamforming and trajectory control are strongly coupled. The DDPG1 
determines the optimal policy for beamforming selection, encompass-
ing both active UAV and passive RIS beamforming. Simultaneously, the 
DDPG2 focuses on formulating the policy for UAV trajectories. It is es-
sential to note that both networks ultimately share the same objective 
function. Before delving into the details of the twin DDPG algorithm, 

we first define the basic components of DDPG1 and DDPG2, namely the 
state space, the action space, and the reward function, for our proposed 
framework.

4.1.  DDPG1

The DDPG1 network is utilized to acquire the optimal beamform-
ing matrix for UAV Φ, and the RIS reflecting beamforming matrix 𝑊
through interaction with the entire environment. In each episode, a time 
span 𝑇  is defined, with each step being a time slot 𝑡𝑘. To maximize cu-
mulative SEE at the 𝑘-th time slot for the DDPG1 network, we define the 
state 𝑠(𝑘,1), action 𝑎(𝑘,1), and reward 𝑟(𝑘,1) as follows:

a) State space (𝑠𝑘,1) ∶ In the 𝑘-th time slot, the DDPG1 agent’s 
state (𝑠𝑘,1) predicts the CSI between the UAV, RIS, and legitimate 
users/eavesdroppers. We formally represent the state space as. 

𝑠(𝑘, 1) =
{

𝐻̂𝑈,𝑛, 𝐻̂𝑈,𝑚, 𝐻̂𝑈𝑅, 𝐻̂𝐶,𝑛, 𝐻̂𝐶,𝑚
|

|

|

𝑛 ∈ ℕ, 𝑚 ∈ 
}

, (32)

We convert all the complex-valued matrices into a real-valued vec-
tor to feed the DDPG network as 𝑠(real)𝑘,1 = [Re(𝑠𝑘,1), Im(𝑠𝑘,1)] ∈ ℝ2𝐷𝑠 , 
where 𝐷𝑠 = 𝐴(𝑁 +𝑀) +𝑀𝐴 indicates the dimension of the ob-
served entries.

b) Action space (𝑎𝑘,1) ∶ At each time step, the DDPG1 agent takes ac-
tions via active and passive beamforming, denoted by Φ and 𝑊 , 
respectively, and mathematically expressed as 
𝑎(𝑘,1) = {Φ𝑘,𝑊𝑘} (33)

To deal with the complex input network, we separate these val-
ues into real and imaginary parts, represented as 𝑎(𝑘, 1) = Re{Φ} +
Im{Φ} and 𝜃 = Re{𝑊 } + Im{𝑊 } ∈ ℝ2(𝐷𝑎), where 𝐷𝑎 = 2(𝐴𝑁 + 𝐴)
represents the dimension of the action space.

c) Reward (𝑟𝑘,1) ∶ This work aims to maximize the sum of SEE defined 
in Eq. (13). This is achieved when the DDPG1 agent receives optimal 
action values. The reward function is defined as:

𝑟𝑘,1 = Υ − 𝑐1𝑝1 − 𝑐2𝑝2 − 𝑐3𝑝3. (34)

such that 𝑐𝑖, 𝑖 ∈ {1, 2, 3} are the weighted coefficients that balance the 
penalties, where 𝑝1, 𝑝2 and 𝑝3 are the penalties when the constraints 
(14a), (14b), and (14c) are not satisfied, respectively [57].

It is essential to note that the actor and critic networks of DDPG1 op-
erate independently and are updated using policy gradient and Bellman 
residual methods, respectively, as in standard DDPG updates.

4.2.  DDPG2

The DDPG2 network is used to determine the optimal trajectory, q2, 
for the UAV based on local information. In the 𝑘-th time slot for the 
DDPG2 network, we define the state 𝑠(𝑘,2), action 𝑎(𝑘,2), and reward 𝑟(𝑘,2)
as follows:

a) State space (𝑠𝑘,2) ∶ At time slot 𝑡𝑘, the agent of DDPG2 state is re-
sponsible for observing the location of the UAV, and can be expressed 
as 
𝑠𝑘,2 = 𝐪[𝑡𝑘] = [𝑥𝑢, 𝑦𝑢,𝐻𝑢]𝑇 ∈ ℝ3. (35)

b) Action space (𝑎𝑘,2) ∶ At each time slot 𝑡𝑘, the DDPG2 network’s ac-
tion generates the 3D Cartesian flying direction 𝑑[𝑡], and can be rep-
resented as 
𝑎(𝑘,2) = 𝑑[𝑡𝑘] = [Δ𝑥𝑘,Δ𝑦𝑘,Δ𝑧𝑘]𝑇 , (36)

with the next position given by 𝐪[𝑡𝑘+1] = 𝐪[𝑡𝑘] + 𝑑[𝑡𝑘].
c) Reward (𝑟𝑘,2) ∶ This network aims to find the optimal UAV trajectory 

that maximizes the total SEE. In the end, we train DDPG1 and DDPG2 
using the same reward function to maximize the total SEE as defined 
in Eq. (13).
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Fig. 2. Proposed twin DDPG framework.

Similar to DDPG1, the actor-critic pair for DDPG2 is trained using the 
same DDPG procedure. The main difference is that DDPG2’s state and ac-
tion spaces are defined based on the UAV’s spatial movement. By learn-
ing from environmental feedback and rewards based on SEE, DDPG2 
gradually learns to generate an optimal 3D trajectory policy.

Upon completing the training process, the DDPG1 network finds the 
optimal beamforming strategies (active (UAV) and passive (RIS). Si-
multaneously, the optimal trajectory 𝑞𝑘 for the UAV is determined by 
the DDPG2 network. A favorable policy is learned collaboratively by 
sharing reward functions with these two DDPG networks. As a result, 
the twin DDPG algorithm efficiently yields the optimal beamforming 
matrix for the active (UAV) and passive (RIS) systems, and the UAV 
trajectory to maximize the total SEE. The proposed twin DDPG op-
erates in an online manner, adapting to dynamic environments, un-
like the offline mode, which typically loads the policies (beamform-
ing and trajectory) into the UAV in advance. At the same time, the 
system model closely follows the one introduced in [47], depicted 
in Fig. 2. The detailed pseudo-code of our proposed algorithm for 
joint optimization in RIS-aided UAV communication is provided in
Algorithm 1.

Algorithm 1 Twin DDPG algorithm for joint optimization in RIS-aided 
UAV communication.
1: Input: Discount factor 𝜁 , batch size , CSI, replay buffer 𝔻, learning 
rates for DDPG1 and DDPG2 

2: Output: Optimal actions 𝐺, 𝜃 for DDPG1 and 𝑄 for DDPG2 to max-
imize the average SEE of RIS-aided UAV network 

3: Initialize DDPG1 network: actor 𝜇1(.), critic 𝑄1(.), target actor 𝜇′1(.), 
target critic 𝑄′

1(.)
4: Initialize DDPG2 network: actor 𝜇2(.), critic 𝑄2(.), target actor 𝜇′2(.), 
target critic 𝑄′

2(.)
5: for Episode = 1, 2,… , 𝑁𝑒𝑝𝑠 of DDPG2 do
6: 𝑡 = 0
7: Reset UAV and UE positions 
8: for Step 𝑛 = 1, 2,… , 𝑁𝑠𝑡𝑒𝑝 do
9: Initialize DDPG1 and DDPG2 states (CSI and local info) 
10: Select actions with Gaussian noise 𝑔𝑎 and variance 𝑎: 𝑎1 =

𝜇1(.) + 𝑔𝑎, 𝑎2 = 𝜇2(.) + 𝑎
11: Execute 𝑎𝑘,1, 𝑎𝑘,2 at 𝑠𝑘,1, 𝑠𝑘,2; receive reward using (32) 
12: Store transitions: DDPG1 [𝑠𝑘,1, 𝑎𝑘,1, 𝑟𝑘,1, 𝑠′𝑘,1] DDPG2 

[𝑠𝑘,2, 𝑎𝑘,2, 𝑟𝑘,2, 𝑠′𝑘,2] into replay buffer 
13: Sample mini-batch : [𝑠𝑖, 𝑎𝑖, 𝑟𝑖, 𝑠𝑖+1], 𝑖 ∈ {1, 2} from 𝔻
14: Update critic networks (Eq. (26)) 
15: Update actor policies (Eq. (28)) 
16: Update target networks (Eqs. (29) and (30)) 
17: Update states: 𝑠𝑡𝑘,1 = 𝑠𝑡+1𝑘,1 , 𝑠

𝑡
𝑘,2 = 𝑠𝑡+1𝑘,2

18: end for
19: end for

4.3.  Algorithm description

At the start of the algorithm, we set up all the required input pa-
rameters, such as discount factor 𝜁 , batch size , CSI, replay buffer 𝔻, 
and learning rates for both networks (i.e., DDPG1 and DDPG2). These 
parameters are necessary for guiding the whole training process (line 
1). The goal is to find the optimal actions for DDPG1 (beamforming and 
phase shift (𝐺 and 𝜃)) and trajectories (Q) for DDPG2 to maximize the 
average SEE of the proposed RIS-aided UAV network (line 2).

After setting the parameters, the network parameters are initialized 
for DDPG1, i.e., actor-network 𝜇1(.), critic network 𝑄1(.), target actor-
network 𝜇′

1(.), and target critic network 𝑄
′

1(.) (line 3). Similarly, the 
network parameters are initialized for DDPG2, i.e., actor-network 𝜇′

2(.), 
critic network 𝑄′

2(.), target actor-network 𝜇
′

2(.), and target critic network 
𝑄′

2(.) (line 4). The training process is structured in episodes, iterating 
over a predefined number (500) for DDPG2. For each episode, the time 
step counter is reset to zero, and the positions of the UAV and UE are also 
reset to ensure consistency at the start of each episode (line 7). Within 
each episode, the algorithm runs through multiple steps (𝑁𝑠𝑡𝑒𝑝). During 
each time step, the initial state values for both DDPG1 and DDPG2 are 
set based on the current CSI and local information (line 9). Actions are 
selected for DDPG1 and DDPG2 by adding Gaussian noise to the actor 
networks’ outputs to encourage exploration (line 10).

These actions are then executed from the environment, giving a de-
fined reward value (Eq. 32) (line 11). All these experiences (state, ac-
tion, reward, next state) for DDPG1 and DDPG2 are then stored into 𝔻
for future learning. From this 𝔻, mini-batch  samples are randomly 
drawn to update the networks (line 13). Finally, the critic parameters 
for both DDPG1 and DDPG2 are updated using (Eq. (26)) (line 14), and 
the actor policies are updated (Eq. (28) (line 15)). The target networks 
are also updated using soft update rules (Eq. (29) and ( Eq. (30) (line 
16)). The state values for DDPG1 and DDPG2 are then advanced to the 
next time step. This process repeats until all episodes and steps are com-
pleted, thereby progressively improving the policy and value estimates 
of the proposed twin DDPG algorithm to optimize the performance of 
RIS-aided UAV networks.

5.  Simulation results

5.1.  Network architecture and hyperparameter setup

The proposed twin DDPG network is implemented using Python 3.6 
and the PyTorch 1.10.0 framework [58]. We adopted a fully customized 
3D simulation framework to simulate a realistic UAV-aided RIS commu-
nication environment, where the mobility constraints, channel model, 
and network entities (UAV, RIS, UEs, and eavesdropper) are dynamically 
updated at each time slot. For DDPG1, we consider four fully connected 
(FC) hidden layers with neuron configurations of [512, 256, 128, 64]. 
Similarly, for DDPG2, we used four FC hidden layers with neuron config-
urations of [256, 128, 64, 64] [47]. These structures were selected after 
testing several layer depths (2–5) and node widths (64–512), balancing 
model capacity and convergence speed. The learning rates for the actor 
and critic networks in DDPG1 are set to 0.001 and 0.002, respectively. 
Similarly, for DDPG2, the learning rates for the actor and critic networks 
are 0.0001 and 0.0002, respectively. These values were chosen through 
empirical tuning to ensure stable training, with smaller learning rates 
for trajectory control (DDPG2) to reflect the slower dynamics of UAV 
mobility compared to fast-varying beamforming in DDPG1. The Adam 
optimizer is used for both DDPG1 and DDPG2, with a discount factor 
of 𝜁 = 0.995 to emphasize long-term reward accumulation. The mini-
batch size  is 64, and the experience replay buffer 𝔻 has a capacity of 
100,000 transitions per agent. Each episode consists of a 10-step train-
ing process that runs for 500 episodes. This episodic design, with each 
step corresponding to a time slot (𝑡𝑘 = 1 ms), strikes a balance between
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Table 3 
Simulation parameters.
 Description  Parameter  Value
 Noise power 𝜎𝑛 −90 dBm
 Shadow fading component 𝜎𝑠 5 dB
 Carrier frequency 𝑓𝑐 28 GHz
 Maximum height 𝐻max 20 m
 Path loss when 𝐷 = 1m 𝐶0 61 dB
 Path loss exponent (UAV-UE) 𝑔𝑢 3.5 [36]
 Path loss exponent (UAV-RIS) 𝑔𝑢𝑟 2.2 [36]
 Path loss exponent (RIS-UE) 𝑔𝑟 2.8 [36]
 LoS links 𝐿 3
 Time span 𝑇𝑑 1 s
 RIS power 𝑃𝑅 0.6 dBm
 UAV power 𝑃𝑈 0.9 dBm

rapid policy updates and detailed environmental exploration. The Gaus-
sian exploration noise is added to the actor output during training to 
promote exploration. The initial noise variance decays linearly across 
episodes, shifting the focus from exploration to exploitation. The spa-
tial distributions of UAV, RIS, 2 UEs, and eavesdropper are set at (25, 
0, 50)m, (0, 50, 12.5)m, (25, 25, 0) m, (4, 47, 0)m, and (47, -4, 0)m, 
respectively. These fixed coordinates provide a benchmark scenario for 
training. Additional configurations (e.g., user mobility, variable UAV 
altitude) are explored in the evaluation phases. Other parameters are 
adopted from [47] and [59], as detailed in Table 3.2 We compare our 
proposed twin DDPG algorithm with two other schemes and discuss 
their limitations in the following subsection.

5.2.  Benchmarking schemes

The details of the other schemes are described as follows:
Baseline: In the Baseline approach, a single DDPG agent is tasked 

with determining the optimal policy for the joint optimization of beam-
forming and UAV trajectories. It is challenging for a single agent to ef-
fectively capture the intricate dynamics and dependencies between UAV 
trajectories and beamforming decisions. It becomes difficult for a single 
DDPG agent to navigate and learn efficiently in this context, as joint 
optimization occurs in a complex, high-dimensional space. This com-
plexity arises from the need to manage continuous variables for beam-
forming (UAV and RIS) and UAV trajectories. These variables need to 
be finely tuned to respond to a changing environment. Furthermore, the 
interdependence of these variables complicates the learning process, as 
changes in UAV trajectories directly influence beamforming decisions 
and vice versa. The DDPG agent must strike a balance between explor-
ing new strategies and exploiting known optimal actions, a task that is 
challenging to maintain in such a dynamic scenario.

Myopic: In this case, we randomly select the RIS phase shift, UAV 
flying direction, and its distance, and optimize the UAV transmit power 
for each time slot. Without loss of generality, we named this procedure 
‘Myopic.’ This approach is only suitable for small network scenarios, 
where real-time computational constraints and limited environmental 
variability enable effective local optimization. The Myopic approach can 
quickly adapt to changing environmental conditions and ensure consis-
tent performance by focusing on immediate, local optimization without 
considering future states.

2 This configuration is based on the controlled simulation environment to val-
idate the proposed framework rather than to represent an exact link-budget 
scenario. We intentionally set the reflection coefficient of each RIS element to 
∣ 𝛽𝑎 ∣= 1. This provides an ideal passive surface model, enabling the isolation of 
learning behavior from hardware imperfections [57,59]. Although larger RIS ar-
rays and realistic reflection amplitudes (∣ 𝛽𝑎 ∣< 1) can affect the absolute signal 
strength, they do not affect the core policy-learning or convergence properties 
of the proposed framework.

Fig. 3. Convergence analysis.

5.3.  Convergence analysis

In Fig. 3, we present the SEE performance across episodes for all 
three approaches. The proposed twin DDPG method achieves the best 
results among other approaches. It can be observed from Fig. 3 that the 
traditional approach (i.e., Myopic) coverage is too early and requires 
175 episodes. The reason is that the Myopic approach works well in a 
small network environment due to its greedy and short-sighted nature. 
However, as network complexity increases, maintaining performance 
becomes more difficult. On the other hand, the

Baseline approach requires more episodes than the Proposed scheme. 
This is because the Baseline approach requires further exploration to 
learn the optimal behavior from the environment to solve the joint opti-
mization problem. The convergence is fastest for the Myopic approach, 
followed by the Proposed and Baseline approaches. The proposed twin 
DDPG method converges around 245 episodes and shows a relatively 
sudden increase in performance [60]. This sudden improvement is due 
to the interaction between the twin critic networks and the delayed pol-
icy updates. Initially, the agent requires extensive exploration of the 
environment, and the Gaussian noisy policy updates may lead to slow 
progress. However, once the critic networks stabilize and the delayed 
actor starts to benefit from accurate value estimates, the optimal pol-
icy can be refined quickly, leading to improved gains in SEE. Such be-
havior is occasionally observed in twin DDPG when the agent transi-
tions from an exploration-dominated state to an efficient exploitation 
of learned dynamics. To conclude, although the DRL-based approaches 
(i.e., Proposed and Baseline) require more episodes to converge, their 
achieved SEE performance is superior to that of the Myopic approach. 
This demonstrates the advantage of using DRL with joint optimization 
in dynamic environments.

5.4.  Results and analysis

Fig. 4 represents a 3D visualization illustrating the initial spatial dis-
tribution of the RIS-aided UAV network. In Fig. 4, we explicitly convey 
the distributions for the pivotal entities: the UAV, RIS, 2 UEs, and an 
eavesdropper. This figure illustrates the UAV’s responsiveness in adapt-
ing its position in response to the UEs’ changing locations. Furthermore, 
this 3D illustration can help to demonstrate how the UEs are trying to 
capture the radio signal from UAVs. This 3D illustration captures the 
UAV’s agile, adaptive behavior in response to the UE’s dynamic move-
ment.

In Fig. 5, we have evaluated our proposed twin DDPG approach as 
well as other approaches for the average secrecy rate versus maximum 
transmit power 𝑃𝑡. We consider the following parameters for this simu-
lation, namely 𝑀 = 1, 𝑁 = 2, 𝐴 = 16, and 𝑈 = 2. Based on our proposed 
twin DDPG algorithm, we obtain average secrecy rates comparable to 
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Fig. 4. 3D illustration of RIS-aided UAV network.

Fig. 5. Average secrecy rate versus different transmit power 𝑃𝑡 level.

those of the state-of-the-art approaches (Baseline and Myopic), and we 
show that average secrecy rates increase with transmit power 𝑃𝑡 across 
all scenarios and algorithms. We also find that the twin DDPG algorithm 
achieves higher average secrecy rates than the Baseline and Myopic al-
gorithms at all power levels. This is because our proposed twin DDPG 
algorithm can adapt to environmental changes, making it more resilient 
to eavesdroppers. From Fig. 5, it can be assumed that our proposed twin 
DDPG emerges as a promising candidate for secure wireless communi-
cations, given its exemplary performance in attaining an above-average 
secrecy rate compared to other approaches.

To better understand the proposed twin DDPG algorithm, we ana-
lyze the impact of transmit power 𝑃𝑡, as shown in Fig. 6. Different levels 
of transmit power, i.e., 𝑃𝑡 = {−10dBm, 0dBm, 10dBm, 20dBm, 30dBm}, 
are considered with average rewards plotted against time steps. Each 
episode consists of 10 time steps, and 500 episodes are simulated, re-
sulting in a total of 5000 steps. The average reward at a given step 𝑍 is 
calculated using the following methodology:

average_reward(Zi) =
∑Zi

z=1 reward(zi)
Zi

, Zi = 1, 2,… ,Z (33)

The average rewards generally improve as the steps progress, especially 
for higher values of transmit power. It can also be noticed from Fig. 6 
that some curves (e.g., 𝑃𝑡 = 30 dBm) continue to rise gradually. This re-
flects a longer convergence period due to the greater complexity of the 
interaction space available to the agent at higher power levels. On the 
other hand, lower power levels (e.g., 𝑃𝑡 ≥ 10 dBm) lead to earlier con-
vergence but lower performance gain. The relatively smooth appear-
ance of the reward curves is due to averaging over multiple episodes 
and steps, which suppresses short-term fluctuations. This behavior con-

Fig. 6. Average rewards vs. time Steps under different 𝑃𝑡 level.

Fig. 7. Average SEE vs number of episodes.

trasts with the sharper variations observed in earlier results (i.e., Fig. 3), 
where the SEE metric responds more directly to real-time policy shifts. 
The convergence of the learning process in Fig. 6 remains valid and 
is more accurately understood as a gradual stabilization of cumula-
tive performance rather than abrupt changes. In this simulation, the 
twin DDPG algorithm demonstrates how it can adjust the UAV’s tra-
jectory and beamforming to achieve optimal performance in different
environments.

The average SEE performance over the different numbers of episodes 
is shown in Fig. 7. As the number of episodes increases, the perfor-
mance of SEE improves for all the considered approaches. This is be-
cause the agent can learn about the environment’s behavior over time. 
However, the proposed twin DDPG algorithm outperforms the other ap-
proaches. This is due to the enhanced capability of our proposed twin 
DDPG algorithm in determining an optimal policy for directing radio 
signal strength toward UEs, thereby mitigating the impact of eavesdrop-
pers and associated penalties. Proximal policy optimization (PPO) shows 
outstanding performance compared to other approaches, due to its use 
of an advanced clipped surrogate objective function [61]. In the case of 
PPO, the agent uses on-policy updates to maintain a close relationship 
with the old policy. This helps to remove all the unnecessary samples 
during the training process. Although PPO performed well compared 
to other approaches, it struggles with exploration in high-dimensional 
continuous action spaces, specifically solving the proposed joint opti-
mization problem. In this paper, our main focus is to utilize off-policy 
training, and the use of PPO is beyond the scope of our work. Likewise, 
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Fig. 8. Average SEE vs. the transmit power 𝑃𝑡 budget.

the same performance of the Baseline and soft-actor critic (SAC) is ob-
served in Fig. 7. The reason is that both methods leverage the same 
off-policy learning and utilize the replay buffer to maximize the SEE 
performance. In the case of the SAC network, an entropy function is in-
troduced into the environment to maintain stochasticity and enhance 
robustness in highly dynamic environments; however, it can sometimes 
compromise performance. Moreover, the SAC network is temperature-
sensitive; therefore, its parameters must be carefully selected to bal-
ance exploration and exploitation dynamically. If such parameters are 
not carefully chosen, it will result in suboptimal performance. The fig-
ures indicate that the Baseline approach outperforms the SAC approach. 
The Baseline approach often uses two critics (Q-functions), which helps 
minimize overestimation of the Q-value and improves the accuracy of 
policy updates. It improves training stability, resulting in better perfor-
mance than SAC. The Myopic approach performs worse than the other 
approaches. This is because the other approaches learn from historical 
experience and determine the most effective RIS beamforming to direct 
the radio signal toward UEs. In contrast, the Myopic approach makes de-
cisions solely based on current values without utilizing past data, result-
ing in lower performance. Additionally, the impact of RIS is highlighted, 
and its results are compared with those of the No-RIS case. This means 
that the transmission between the UAV and UE is solely via a direct link. 
From Fig. 7, it can be seen that the SEE obtained with the No-RIS is the 
lowest among all the other approaches. Thus, in addition to the direct 
link, using RIS enables users to achieve the desired QoS more efficiently. 
In summary, our proposed twin DDPG algorithm demonstrates a signifi-
cant improvement, increasing the average SEE by up to 48% compared 
to the No-RIS approach.

In Fig. 8, the performance of average SEE is plotted against the dif-
ferent power levels achieved by different schemes. According to the re-
sults, the proposed twin DDPG has the highest SEE at various power 
levels compared to other methods. This demonstrates the twin DDPG 
algorithm’s improved ability to adapt to environmental variations. The 
proposed twin DDPG achieves 12–19% more SEE at each power level 
compared to other approaches. The improvement in SEE suggests that 
our proposed twin DPPG approach effectively reduces power consump-
tion and ensures secure communication.

The average SEE performance achieved by the increasing number 
of RIS across all approaches is shown in Fig. 9. Specifically, the SEE 
achieved by the proposed twin DDPG consistently increases from 2.52 
Kbits/Joule to 9.5 Kbits/Joule.

Additionally, the proposed twin DDPG consistently achieves a higher 
average SEE than the other approaches, regardless of the number of re-
flecting elements. The Baseline approach achieves lower average SEE 
values than those obtained with the proposed twin DDPG algorithm, as 
a single agent explores the complete set of environmental observations. 
However, the Baseline approach outperforms the Myopic approach be-
cause it can select the optimal action behavior.

Fig. 9. Average SEE achieved with different numbers of RIS elements.

Fig. 10. Effect of hidden layers.

5.5.  Effects of layers and learning rate

The performance of SEE, based on different numbers of layers with 
respect to steps, is shown in Fig. 10. The figure shows that the SEE per-
formance reveals critical insights into the impact of layer depth in the 
proposed twin DDPG. With a few layers, i.e., 2 and 3, the SEE has not 
significantly improved due to its limited ability to extract all the fea-
tures of the RIS-aided UAV network. Alternatively, the proposed four-
layer configuration stands out as the best performer in terms of SEE. 
In this additional layer, the proposed DDPG can extract features, en-
abling the model to discover more complex patterns in the environment. 
With a higher level of representational capacity, the model can learn 
more effectively, thereby improving SEE. Despite the deeper architec-
ture of the five-layer model, it does not show a proportional increase 
in performance and shows lower SEE. This is because the model over-
fits, and vanishing gradients impede the network’s ability to general-
ize effectively, thereby degrading SEE performance. Based on observed 
performance, the selection of the layer depth is crucial for achieving 
optimal SEE in RL. Therefore, careful consideration and experimenta-
tion are essential to maximize efficiency. Similarly, the learning rate 
(𝑙𝑟) plays a vital role in designing DRL algorithms; therefore, it is im-
portant to select it carefully. In this simulation, we use the same learn-
ing rate (𝑙𝑟) for the critic and actor neural networks and investigate its 
impact on the performance of the proposed approach. The effect of dif-
ferent 𝑙𝑟(𝑖.𝑒., 0.01, 0.001, 0.0001, 0.0001) for the average rewards against 
the number of time steps is illustrated in Fig. 11. It can be observed 
that 𝑙𝑟 significantly influences average reward performance. When the 
𝑙𝑟 is 0.001, it achieves the best performance, although it takes longer 
to converge compared with 0.0001 and 0.00001, while the large 𝑙𝑟 of 
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Fig. 11. Effect of learning rates.

0.01 has the worst performance. This is because too large an 𝑙𝑟 will 
increase the oscillation, dramatically decreasing average reward perfor-
mance. To sum up, the 𝑙𝑟 should be appropriately selected, neither too 
large nor too small, using methods such as grid search, cross-validation, 
and adaptive learning rate methods. It is worth noting that the results 
shown in Figs. 10 and 11 are averaged over five independent training 
runs, which highlight the model’s overall learning performance. Addi-
tionally, we applied a simple moving average filter to smooth the re-
sults, improving visual clarity. Although this presentation reduces the 
appearance of fluctuations, the underlying behavior of twin DDPGs (i.e., 
reward variance during early training) is observed during experimenta-
tion. All standard twin DDPG components (delayed policy update, target 
smoothing, and exploration noise) are used without modification.

5.6.  UAV Trajectory

In Fig. 12, the process of the DDPG2 agent identifying the best tra-
jectory for a UAV in a scenario with two UEs is depicted. Initially, the 
UAVs move towards RISs and away from eavesdroppers. As the distance 
between the RIS and the UEs increases, the UAV adjusts its path to fol-
low the UEs, moving toward the midpoint between the RIS and the UEs. 
By increasing the distance between UAVs and RISs, the cascaded link 
between UAVs, RISs, and UEs is gradually weakening. Therefore, the 
UAV aims to serve both UEs as equitably as possible by primarily rely-
ing on direct links for transmission. As shown in Fig. 12, the proposed 
approach adapts better to environmental variations than other methods 
when considering two UEs together. This indicates that the proposed 
method successfully places the UAV close to the RIS and the UEs. This 
shows that the proposed method enables the UAV to adapt flexibly to 
changing environments, identify the optimal trajectory, and improve 
system performance.

5.7.  Computational complexity analysis

A finite number of multi-layer perceptron (MLPs) are introduced in 
the proposed twin DDPG. Let the MLP layer numbers, the number of neu-
rons in the 𝑗-th layer, and the input layer size be denoted by 𝕃, 𝑏𝑗 , and 𝑏0. 
To update the weights of an MLP in each step, the computational com-
plexity for the training phase is represented as ((𝑏0𝑏𝑗 +

∑𝐿−1
𝑗=1 𝑛𝑗𝑛𝑗+1)

)

. 
It takes E×N steps for the twin DDPG to complete its training. 𝐸 and 
𝑁 represent the total number of episodes and the total number of 
steps per episode, respectively. For the training mode, the total com-
putational complexity to evaluate and update the single network can 
be computed as (𝐸𝑁(𝑏0𝑏𝑗 +

∑𝐿−1
𝑗=1 𝑛𝑗𝑛𝑗+1)

)

. In the case of online de-
ployment mode, the computational complexity can be dramatically re-

Fig. 12. Trajectory analysis.

duced to (𝑏0𝑏𝑗 +
∑𝐿−1
𝑗=1 𝑛𝑗𝑛𝑗+1

)

). This can be achieved by eliminating 
the training procedure that requires backpropagation and feedforward 
of  data points. Thus, a favorable level of computational complexity is
maintained.

6.  Conclusions

In this paper, we addressed the problem of achieving the PLS while 
maximizing the average SEE in RIS-aided UAV wireless networks. To 
manipulate the UAV’s maneuverability and the RIS’s reflecting capabil-
ities, we jointly optimized the UAV’s power allocation, the active (UAV) 
and passive (RIS) beamforming matrices, and the UAV’s trajectories. 
Given the non-convex and intractable nature of this joint optimization 
problem, we proposed an advanced DRL approach, twin DDPG, for ef-
fective problem resolution. Specifically, the joint optimization problem 
was formulated as an MDP by defining the state space, action space, and 
reward functions for DDPG1 and DDPG2, with a shared reward function. 
According to simulation results, our proposed twin DDPG approach im-
proved QoS satisfaction by 18% and achieved a 22% higher SEE com-
pared to existing methods.

In the future, we plan to further explore the RIS-aided UAV net-
work to achieve more robust and secure communication among multiple 
users, even in the presence of imperfect eavesdropping CSI. In addition, 
we plan to include interference from the ground BS.
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